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Lotus Consultant for GBS

Working with Notes since Notes 3.3/4
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Sametime, Quickplace (Quickr)
WebSphere apps - LMS]!], Connections

Domino Thoughts website

« Dominothoughts.com
Twitter - @thardenb
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A task or tool that can be used quickly to
help an administrator get the job done

Can be repeatable

Can be scheduled

Makes life easlier for you and your users
Keeps you happy
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« Welcome email to new users

- Agent that runs daily

- Sent automatically to all newly created
users

- Include links to important internal sites
- Information on Notes

- Informs user of their email address

- Include other useful information

- Sends as HTML, so you can include logos,
links and other branding
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A sample of Notes Tips you may find helpful now:
Working with Sametime

Using Lotus Symphony

Searching your mail

Setting your Out of Office

Changing your password

Here's a link to the Notes Signature Wizard to create or update your mail signature
e Signature Wizard

to http://dwaserver.domain.com/tips/notestips.nsf to view the tips
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DEMO

New user emalll
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« Notes Tips Application

- Collection of “tips” for users
- Usually, the "FAQs” from the helpdesk

- Nothing fancy, discussion template Is
enough

- Use newsletter agents to send out links to
new tips

- Base the new user email agent in this app
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« Notes client “workspace” folder

- OS file system folder contains files related
to the Eclipse Ul workspace

- Isn't the “classic” Notes workspace

- Contains Eclipse configuration data and Is
used to store plugins and logs
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« Notes workspace folder

« Problems in the folder can be the cause of:

Notes not starting
DDE Issues

Problems when upgrading a user to
roaming

Columns not remaining sorted
Various other issues
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Notes workspace folder

To resolve Issue:

- Stop Notes
- Rename the workspace folder (delete later)
- Start Notes to rebuild the folder

gram Files (x86) » IBM » Lotus » Motes » Data » - | *:Fl | Search Data
idein library - Share with - Mew folder H:
Mame i Date modified Type
quicktune 1/19/2011 1:49 PM File folder
test 5/19/2011 3:59 PM File folder
theme 9/10/2010 10:31 AM  File folder
L W32 9/10/201010:31 AM  File folder
[ waorkspace 6/20/2011 9:54 PM File folder
xsl 9/10/2010 10:30 AM  File folder
|| ~clipbrd.ncf 6/14,/2011 2:40 PM MCF File
|| ~notes.lck 6/20/2011 9:54 PM LCK File
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Execution Control List

One of the best parts of Notes security
model

Sometimes overlooked

Administrators lock down the ECL to
prevent users from updating the ECL

- Can be a good thing
- This can have negative impact on users
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« EXxecution Control List

- <ECLOwner> entry can fix this.

- Add it to the Administration ECL and grant
the rights you want users to have.

- The rights will flow down during next
refresh

- This helps to reduce helpdesk calls about
the ECL prompt
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Workstation Security: Execution Control List
ECL for Administrator

IUnsigned

When signed by:

-Default-

-Mo Signature-

<ECLOWMNER:

BT Mail and Calendar Migration Tools/Lotus Motes C
Domino Unified Communications Services,/Lotus Mob
Lotus Fax Development/Lotus Motes Companion Pro
Lotus Motes Template Development/Lotus Motes
Sametime Development/Lotus Motes Companion Pro

+ {1 I

Add... Rename... Remove

v Allow user to modify:
* Workstation securty
" Java applet security
" JavaScript securty

Allow:
v Access tofile system

v Access to cumert database
¥ Access to environment variables
[v Access to non-Motes databases

v Access to extemal code

v Access to extemal programs

v Ahility to send mail
I+ Ability to read other data

bases

[v Ability to modify other databases

v Ahility to export data
v Access to Netwark

| Ability to read from property broker
[ Ability to write to property broker
[ Access to Workstation Securty ECL

OK

Cancel
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« Port Compression

- This Is a great feature to reduce bandwidth
usage

- Almost no one we see uses it!!
- Oronly has it setup half-way
- It's dead simple to setup

- Requires change on the server and in the
desktop policy to push out
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« Port Compression — client enable

- Desktop policy
- Preferences — Network Ports

—  Push out to clients, takes effect on next
restart

Basics l Smart Upgrade l Applications l Widgets l Dial-up Connections l Accounts l Mame Servers ] S50 l Applet Security l Proxies l Mail l Preferences l (

Basics l Miscellaneous ] Window Management l Regional Settings l Internet l Mail l Instant Messaging ] Replication l MNetwork Ports l Fonts and Colors l

MNETBIOS T |Don'tsetvalue j [ Inherit [ Enforce
NWSPX T aE Don't setvalue v| [ Inherit [~ Enforce
TGP " Compress ;7] |Set'-.-'a|ue and prevent changes j r Inherit [ Enforce
XPC T E |Du:rn'tsetvalue j [~ Inherit [ Enforce
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« Port Compression — enable on the server

In the Admin client
Server tab
Tools — Ports - Setup

Enable “Compress
network data”

Restart server or
the port

T ication port
b - MNew...
LAMNOtcpip
LAMNT = Rename
LAMZ
LAMN3 Delete
LAN4 - Reorder ﬁ g
Selected port
Diriver: TCP
Iv* Port enabled
Iv¥ Encrypt network data
’7 Compress network data |
TCPIP Options. . |
QK C |
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DEMO

Port Compression Configuration
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« Prevent replication of system databases

Domino @
locally in

User still

Irectory may have been replicated
orevious releases

nas local replica and replicates

occasionally

Deletions

appear back on the server after

user replicates
This is a "bad thing”
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Prevent replication
Disable the option to “Replicate or copy

documents”

Prevents users from !

replicating bad
data back to server
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Attributes
User type Unspecified =
Access Author ?]

IE'[ Create documents
| Delete documents

: Create private agents

[ | Create personal felders/views

Create shared folders/views

[ | Create LotusScript/Java agents

V' Read public documents

I?T 'I.'I.l ta n Hl i -'Inrllmnnl'r

[ | Replicate or copy documents
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« Orphaned mall files
- Malil files for old users still on the server
- Sched task errors

« Caused by:

- Adminp doesn't finish or the request is
accidentally denied

—  Cluster db left behind
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« Orphaned Maill File

- Application that contains an agent and
views to monitor the mail server

- Looks through the specified folder — usually
“mail”

- Takes the mail file owner and does a
search against the Domino directory

- Marks any database that has a owner not
listed as orphan
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DEMO

Orphaned Mall Files
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« New compact task options

- Newin 8.5.2

- Make life much easier for ODS upgrades
and regular maintenance

— Shorten maintenance windows

- Work on partial sets of databases
« SKkip previously processed dbs
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New Compact Options

- Enabled with notes.ini parameter
. DEBUG_ENABLE_COMPACT 8 5=1

- Submit “load compact -?” to see new
options

nact databases which haven't been compacted successfully

o n=f, names n=f).
p more than nn minutes.

» than nn minutes.

COMPTess EX Rig fI.'I:]."r attachments us I.'I:].IT LZ1)

/
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. Compact Options

- New options allow you to perform more
granular compacts

. Skip system databases that are open

« Process databases once per week

. Upgrade ODS for only databases that need
it

« Run multiple compact threads (if hardware
will support this)

« Limit compact time per database or session
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« Compact options - Examples

- Load compact -W 7 -w -x 240

- Compacts databases not successfully
compacted in the last 7 days, skips system
dbs and will stop after 4 hours

- Load compact -w -X 30 -x 720 -# 2

- Compact skips system dbs, limits compact
to 30 minutes per database, total 6 hours
and runs 2 threads
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« Creating database copies or replicas from
the server console

- Notes.ini setting Cluster Admin_On=1

- Can be set on any Domino server, not just
clusters

- Allows you to create a replica or database
COpYy using a console command

- Maintains security model, so server must
have proper rights on target server Iif
different
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« Creating database copies or replicas from
the server console

« Console command

— CL COPY sourceserver!lsourcedb.nsf
targetserver!!targetdb.nsf

- Creates a non-replica copy on target server

- Can be used to create copies on same
server, just drop the server references
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« Creating database copies or replicas from
the server console

« CL COPY sourcesvr!ldbl.nsf
targetsvr!!db2.nsf REPLICA

- Create replica on target svr

« CL COPY sourcesvr!ldbl.nsf
targetsvr!ldb2.nsf TEMPLATE

- Creates design only copy on target server
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. Fault Reports

« Collect client and server fault information

« Can group crashes to help admins focus on
Issues affecting the most users

. Isn’t always setup to analyze properly

« A server needs to be configured to run the
analysis task on the collection database(s).
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. Fault Reports
« Configure collection in desktop policy

Desktop Settings

Dial-up Connections l Accounts l Mame Servers l S350 ] Applet Security l Proxies l Mail ] Preferences l Comments ] Diagnostics l Customn Settings l Administration LAlLs

Mail-in Database for diagnostic  ~ Notes Domino Fault Reports =i~ Don'tsetvalue [ Inherit [ Enforce
reports:

Prompt user to send diagnostic  * No /=] [ Don'tsetvalue [ Inherit [ Enforce
report:

Prompt user for comments: "Yez 4= [ Don'tsetvalue [ Inherit [ Enforce
Maximum size of diagnostic "5, [ Don'tsetvalue [ Inherit [ Enforce
message including attachments

(in MEB):

Maximum size of NSD outputte 2 [ Don'tsetvalue [ Inherit [ Enforce
attach (in MEB):

Maximum amount of conscle 710240 4 [ Don'tsetvalue [ Inherit [ Enforce
output file to attach (in KB):

Diagnastic file patterns: T [ Don'tsetvalus [ Inherit [ Enforce
Remove diagnostic files after a "Yes = [ Don'tsetvalue [ Inherit [ Enforce
specified number of days:

Number of days to keep T90 4 [ Don'tsetvalue [ Inherit [ Enforce

diagnostic files:
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. Fault Reports

« Server is configured in configuration doc

Configuration Settings : DomThoughis/GBSBLOGS

Eiasu:sl Securltyl CllentUpgradel HDLItEFJSMTPI MIME l MOTES.INI Settmgs] Lotus |N|:rtesl IMAF’] SHMP l Activity Logging | Diagnostics | Adi

Mail-in Database for diagnostic reports: " Motes Domino Fault Reports =l

Maximum size of diagnostic message rED’J
including attachments (in MEB):

Maximum size of NSD output to attach r'IDJ

(in MB):

Maximum amount of console output - 10240 4
file to attach (in KB):

Diagnostic file patterns: rJ
Remove diagnostic files after a rNDJLI

specified number of days:

Run Faultinalyzer on Fault DBs on this rYesJﬂ

Server:

Run Fault Analyzer on: j‘SpE:l:ifil: mail-in databases /=]
Databases to run fault analyzer against: "Motes Domino Fault HEDDI'tSIJ
Remove attachments from duplicate rNDJ;l

faults:
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« Defining when off-hours tasks run

- ServerTasksAt?
- Default tasks — design, compact, updall,
statlog

- What if your server is regularly down for
those times?

« Backup server or other role
- What does the log.nsf look like?
« Are there docs older than you expect?
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« Defining when off-hours tasks run

- Make sure that the default times work for
your server's schedule

- Edit the notes.ini and change the times
- Move them around to suit your needs

TASKSAT 1=Catalor Deszign

SAT2=UpdAll

TASKSAT 5=5tatlor
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« Defining when off-hours tasks run

- If it doesn’t need to run daily, use a
program document (Design?)

Program: design

Basics l Administration ]

Program name: design Enabled/dizabled: Enabled

Comman d line: Run at times: 04:00 AM each day
Server to run on: DomThoughts/GESELOGS Repeat interval of: 0 minutes
Comments: Weekly design Day=s of weelk: Sun
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« If your server is regularly down at 4am..

- The log.nsf will not purge old documents
- Default is to purge docs older than 7 days
- Purge Is done at 4am daily
- Add LOG_PURGE_HOUR=

- Value is hour the purge should run (0-24)

- Avoid times when workload is high (agents)
- Takes effect after server restart
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« Moving mall files for INotes users

- Adminp doesn't process past the

“Replace Malil File Fields” step without
Intervention

This makes admins sad since manual

iIntervention (Notes client two-step) is
needed

- Malil file move fails and causes problems
for INotes users down the road.
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« Moving mall files for INotes users

. Added abillity in 8.0 to allow INotes users to
complete the process

« Requires Notes.inl parameter:
AdminP_MoveMail _Completion_Override=

- 0= Default, only web users will trigger the
progress

- 1= Any INotes user who has connected to
their mail file one or more times will trigger
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« Moving mall files for INotes users

- 2= Any iINotes, connected 1+ times to
INotes and never used Notes will trigger

- 3= Any user will be the trigger, Notes or
INotes

- Using this option with users of both iINotes
and Notes can result in problems if the old
file Is deleted before the Notes client is
update.

« Increase length of time old replica is kept
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Server Access for Internet Ports

Domino has been able to restrict NRPC
access using Deny lists for a long time

Internet ports were still open for users
whose Domino directory entries weren't

removed promptly.

Many admins still don't know that this

O

T
L

ption has existed since Domino 7
nis option forces Internet ports (HTTP,

DAP, etc) to follow access settings used

by NRPC
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« Server Access for Internet Ports

—  Setin server document, Ports — Internet
Ports

- Enable for each protocol as needed

- Restart the task for the change to take
effect

Web l Directory l Mail l DIoP l Remate Debug Manager l 3

TCPIIP port number: T80,

TCHIP port status: " Enabled 1=
Enforce server access “Yes =]
settings:
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« Favorite quick monitoring tip

- Event Handler for text

- Searches for any text string on the console
and reports it

- Useful for the one-off requirement or
monitoring for a regular occurrence

- Event task must be running
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DEMO

Event Handler
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Notes
Domino
Quickr
Sametime
Connections
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« Quickr 8.2 Entry Places

- Personal file storage

- Created using an XML file created
manually

- Automate It with an agent

- Grabs the internet address for people in the
Domino directory and builds the XML for
selected or all in the directory

- Take XML file and run gptool command:

. Load qgptool createentryplace -i
quickrentry.xml
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DEMO

Create Quickr Entry Places
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Domino
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. Sametime WAS configuration backup

- Periodically backup the WAS
configurations

- A batch file zips up relevant files

- Run the backupConfig.bat or .sh file as
needed for each WAS profile

. Console
. Meetings
. Gateway
« Proxy
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. Sametime WAS configuration backup

~ Command line tool

- Save user and password In
properties\ipc.client.props

. Password can be encoded
« Alternate is command line entry of password

- Can be scheduled using task scheduler
- Also works for Connections!
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. Sametime WAS configuration backup

e Command Prompk

C: \IBH\HEhEphere\prEeruer\pruf11&*\ETEEprPPuf1le\h1n}hackupﬂunfig.hat cininsta
11-8C8C cunflg _hackup.zip —nostop —pruflleHame STSCAppProfile
: Tool information is heing logged in file
C:sI1BMsMebSpheresAppServersprof ilessSTSCAppProf ileslogsshackupConf ig.

: Starting tool with the STSCAppProfile profile

: Backing up config directory
C:xnIBM~MebhSpheresAppServersprof iles STSCAppProfilesconfig to file
C:xInstall~SCSC_config_backup.zip

ADMUSAA2T = 897 files successfully backed up
C:sIBM~MebSpheresAppServersprof iles \STSCAppProf ileshin’
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Notes
Domino
Quickr
Sametime
Connections
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« Connections 2.5 and IES8

- Not supported browser
- Support starts with Connections 3.0x
- Requires edit to httpd.conf on HTTP Server

— Add after the LoadModule lines:
Header set X-UA-Compatible “IE=EmulateIE7”

- Use the <Location> directive if HTTP
server Is serving more than just
Connections or to limit which apps are
compatible

Twitter Hashtags: #PLUG05 #PACLUG



Two-Minute Drills for Connections RAEI2N G

@&@ﬁ@&@ﬁl@@@@@

« Scheduling TDI jobs

- TDI manages user data sync between
LDAP and Connections

« Adds new users

. Job titles, name changes, phone numbers,
etc.

- Scheduling the TDI jobs makes user
management, a “set it and forget it” task
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« Scheduling TDI jobs

- Jobs that can be scheduled

. sync_all dns.bat

- Collects new users and updated user info
. mark _managers.bat

- Updates manager relationships

- Schedule depending on your need

« Sometimes once a day is enough

« Could be more frequently depending on
number of changes or geography
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« Scheduling TDI jobs

- Use the scheduler for your OS
« Task scheduler in Windows
« Cronin *nix

- Best if off hours can be used to avoid
possible performance hits

. If known large batch is coming, perhaps
process it manually
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DEMO

TDI Job Scheduling
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« Two-minute drills make reqgular tasks
easlly repeatable

- You can also automate or delegate to
others

- Frees up the admin to do more interesting
things

. Take-aways will be posted on my site:

- http://dominothoughts.com/DomThoughts/
DomThoughts.nsf/dx/paclug-
downloads.htm
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* Other resources
« FAQ's template — Open NTF Discussion

Twitter Hashtags: #PLUG05 #PACLUG


http://www.openntf.org/internal/home.nsf/project.xsp?action=openDocument&name=Discussion%20Next%20Gen
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Contact Me

Twitter - @thardenb
BleedYellow IM
Skype - ted.hardenburgh
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Thank You!
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